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Abstract 
In the new business completion world, companies for smoothly running the business needs information which 
provided by accounting information system, the types of information needed can be known as financial and non-
financial, information comes from internal sources and information comes external sources. An effective 
accounting information system needs to be able to integrate information of different types and from different 
sources. Accounting information system works to collect and store data about the organisations business activities 
and transactions efficiently and effectively, providing management’s useful information for decision making and 
providing adequate internal controls. The data processing cycle within an accounting, information system consists 
of four steps: data input, data storage, data processing, information output. 
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Introduction 
Accounting information system design is one of the 
specialized fields of accounting. for strategic 
decision- making mangers required information, 
which is generally provided by the accounting 
information systems. The duty of information 
systems is data processing, but sometimes it seems 
that the information systems of organisations, 
which is simply processing of raw data and events 
affecting financial and non-financial activities of 
the organization. The reality is different levels of 
mangers are to deal with various issues in terms of 
problem solving methods at different levels of 
complexity. Types of systems that can help to solve 
the complex problems in a variety of information 
systems in retrospective and prospective 
intelligent systems, so securing these systems is 
vital.(Arab mazar,2006)[1]. 
Control of information systems, especially in cases 
where these systems do not provide sufficient 
safety is essential, because the risks that could 
threaten these systems is enormous (Aria,2002) 
[2]. Companies and organisations with very low 
security of information systems, are in danger of 
penetration in the system and data manipulation 
and also damage could be irreversible. The need 

for information security implies the necessary 
predictions to be made by the management 
information system to reliably and properly secure 
the information. 
So far, many studies have been done on the role 
and importance of accounting information systems 
in decision-making and the quality of performance 
information in decision– making, all of which 
highlighting the role of information accounting 
systems in the economic decisions of managers. 
Since the security of information systems in the 
processing of financial data is increasing day by 
day. The issue of security in accounting 
information systems and its creation in 
organisations and companies, found a special place 
among mangers, accountants and auditors. 
 
Concept of System 
The system is a set of elements that come together 
to achieve a common target, so that there is an 
interaction between the elements of relationship. 
The next feature of the system, there is discipline 
in the relationships between elements in the sense 
that each element has a role (Sajjadi and 
Tabatabiaeinejad, 2006) [3]. In other words, a 
regular system of interdependent elements that 
interact together to achieve common goals. 
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However, each system has a structure that 
encompasses that following: 1- inputs 2-processes 
and conversions 3- outputs. 
Accounting as and an information system, which 
about the financial activities of identifying, 
recording, classification, summarization is provide 

a basis to make informed judgments and decisions. 
According to this viewpoint, and according to 
figure1, accounting as an information system, has 
all components of system. 
 

 

 
Figure 1: Accuonting Information System 

 
The input of accounting information systems, is the 
information relating to the financial events which 
by accounting operations to be prepared and 
provided to users. 
 
Accounting Information Systems (AIS) 
Accounting is an information system that 
facilitates decision-making. Horngren 1972 with 
emphasis on management accounting, states “as 
the accounting is an information system is a major 
provider of mangers, information for decision 
making, mangers must determine what 
information is needed for different levels of 
management, Focus on the decision making 
process”. 
American accounting association supports the 
accounting information system as protector of 
management decisions, and states: “accounting 
information systems is part of an information 
system which deals with collecting, processing, 
classification, summarization, etc. in order to 
provide information to decision makers within the 
organization” (AAA, 1974) [4]. 
The efforts to develop information systems, 
according to the decision making process, by many 
researchers such as (Simon, 1965)[5], (Dopuch, 
Birnberg, & Demski, 1967)[6] is 
performed .Researchers in the study entitled 
“centralization instead of decentralization” have 
discussed the need for information system with 
regard to decision-making processes. 
Some researchers have focused in the relationship 
between information systems and decision-making 
process and have conducted studies in this area. In 
connection with the decision-making process and 
information systems, (Caplan, 1966) [7] stated, 
“Accounting is an information system that acts as a 
separate decision-making process”. 
Since the accounting, information system has to 
identify and understand the functions of the 
accounting system, including methods of collecting 
data related to financial events and activities of 
organizations, also the method of converting data 
into information, which can be used by 
management in practices within the organization.  

Emphasis on the ways of ensuring accessibility and 
reliance on the information, is considered as one of 
the most vital and basic systems of an organization 
(Davis, 1997) [8]. The accounting information 
system, is a system which through that information 
can be collected and arranged in the form of 
financial statements and made the use. 
Therefor the effectiveness of accounting 
information systems, is depended on the quality of 
information provided by it and proper utilization 
of management. Any weakness and lack of 
efficiency and security of accounting information 
systems will reduce the performance, efficiency 
and raises numerous problems in the planning and 
decision-making (Mir mojarabian and 
Shahshahani, 2007) [9]. 
The organization must be able to understand the 
importance of accounting information system and 
its adequacy to provide its security. The 
framework and assumptions provided by the 
professionals for accounting information systems; 
the security should be anticipated, to provide 
relevant, useful and credible information to the 
users. If security in accounting information 
systems is not adequate, the system cannot 
provide reliable information as per the need of 
internal and external users; because it may 
possible in the absence of security, the information 
distorted and manipulated, this is subject to 
uncertainty and dependence in financial reports. 
Now days the auditors have an important role to 
play in ensuring the users of information. Auditors 
through the security check provide part of 
accounting information systems reliability. 
Auditors are aware that without the security of 
information systems, accounting, and mangers will 
not able to provide reliable and accurate 
information. It may be due to the lack of security in 
accounting systems the financial reporting is 
distorted and manipulated. However, internal 
auditors may also have an important role in 
securing the accounting information systems, 
because they are directly responsible for the 
company management in order to improve the 
efficiency and effectiveness of the organization. 
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Part of this responsibility, including assistance in 
designing and implementing accounting 
information systems. 
Recently, “information systems audit and control 
foundation (ISACF)” has set the objectives for 
information and technology control. The 
application framework aims to provide security of 
information systems. This framework allows the 
following actions be taken:  
1. The management, design the criteria of 
necessary contorting and security of the 
information technology. 
2. The users of IT service need to ensure that there 
is an adequate of security and control. 
3. The auditors have expressed their opinion on 
internal controls and recommendations on 
information technology security and control issues 
presented. 
 
Information Security 
The term “information security “means protecting 
information and information systems from 
unauthorized access and use of it (Safai and Saidi 
2005) [10]. 
Information is the main product of computerized 
systems. for a business unit, it is financial 
information; an example of a computerized system 
product is the financial information produced by 
the accounting information system. The security of 
accounting transaction processing is an important 
issue. Hence, accountants should be aware about 
computer security threats and related risks (Davis, 
1997) [11].  
lack of security is the cause of the major concerns 
for businesses and non-commercial organizations. 
There for, accountants and managers should be 
familiar with a variety and maintain of application 
on the computers they uses (Luehlfing et al., 2000) 
[12]. 
Therefore, accountants and mangers need to 
contact computer engineers and professionals to 
properly secure the information contained in their 
computer system and taking their advice to facing 
different types of security threats. Because all the 
types of threats and risks for the information 
system parallel to the rapid progress of 
information technology is changing. That is why 
auditors always emphasize the needs of the 
enhancing the security of accounting information 
systems, according to the latest changed and 
developments in technology it is mandatory. 
 
Security Goals in Information Systems 
Securing of information systems is in order to meet 
the following objectives:  
A) Integrity: Reliable information is the 
information that is comprehensive and sound. The 
information should not be manipulated by 

unauthorized persons.in order to apply the 
information from the risk of any changes, including 
adding, subtracting, or the unauthorized or 
accidental or intentional contamination should be 
protected. 
B) Data Confidentiality: Real or legal persons 
illegally should not be able to provide information 
and expose their illegitimate use. 
C) Legitimate Use of Information: Information 
should only be authorized for use on the right way, 
and to be used by authorized persons. Therefore, 
each user is only allowed to the extent permitted, 
receive the information and it should be available 
for specific uses. 
D) Availability of Information: Information must 
be timely and readily available to authorized users. 
The user should be able to access it when the 
information need.  
Therefore, mangers must ensure that the 
organizations by following instruction for the 
information systems, enough security was created; 
1- Assessment of the risk of loss resulting from the 
acquisition, use, disturbance, unauthorized 
modification or destruction of such information or 
information systems. 
2- Determining the appropriate level of 
information security and information systems to 
prevent damage to, such information in accordance 
with the standards. 
3- The implementation of policies and procedures 
to reduce the cost of risk to an acceptable level. 
4- Testing and evaluation techniques and 
information security control to ensure that they 
operate effectively. 
 
Attacks Information 
Mangers should be aware that there are many 
ways to mishaps occur to the organization 
information and computer. Some of these things 
are done deliberately and consciously and some 
are created at random and unintentional. 
Regardless of the type of event, what is important 
is the loss of data or damage to the organization, 
therefor, these events called as “attack”. An 
interesting feature of this type of attack is that the 
data can be copied and stolen without awareness 
of the words; the attacker may have unauthorized 
access to information. 
 
Types of Attacks 
Attacks can be divided into four basic categories: 
access attacks, modification attacks, denial-of-
service attacks (DOS), repudiation attacks. 
A) Access attacks: The attacker attempts to obtain 
information that should not be available to him. 
This type of attack is performed to obtain 
confidential information. 
B) Modification attacks: In order to modify an 
attack, the attacker tries to change or destroy the 
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information or the accuracy and integrity of 
information. In this type of attack, the types of 
manipulation can be done on the data, are as 
follows:  
- Change Information 
- Input The Data 
- Remove Information  
C) Denial-Of-Service Attacks (DOS): Service 
attack to prevent authorized user of the system 
fails to use, the system data or capabilities. Here 
the attacker does not access and modify the 
information, but it is prevented from serving other 
authorized users. Incentive attack to stop the 
service, is sabotage and usually can be as follows:  
- Prevent access to information, 
- Stop service to software applications, 
- Prevent access to the system, 
- Prevent access to communications  
D) Denial-of-Service Attacks: This attack causes 
the data to be incorrect or the actual occurrence of 
an event or transaction that has been done, be 
denied. this type of attack is as follows: 
Mask: In this way, the attacker tries to falsify the 
identity of the person or another system. 
Denies an Event: The denial of an activity, which 
is recorded. Suppose a person using a credit card 
issuer sends his shopping bills, he is denied the 
purchase. 
 
Types of threats 
Managers to meet their information needs have 
become increasingly dependent on accounting 
information systems. This accounting information 
system, broadly expanding and become 
complicated. Simultaneously with the increasing 
complexity of information systems, organizations 
are faced with threats. The most of threats that 
organizations are facing, as follows:  
- create, modify and manipulate data, unauthorized 

copying or stealing information, publication of 
information, destruction databases, and threats 
to computer databases in finance and 
economics. Threats to the economic systems on 
line may be cited as follows (Mack, 2007) [13]: 

- Entry and penetration of banking systems and 
financial unauthorized withdrawals from 
accounts with high turnover. 

- Structuring transactions and unrealistic 
electronic transaction to increase credibility. 

- Opening of bank accounts and unrealistic 
transactions. 

- Changes in the financial and banking documents 
and forgery. 

- Misuse of credit cards and virtual shopping and 
sales. 

 

Realizing Security in System and Data 
Protection 
Mangers should be aware that for the protection of 
information assets, they need variety of security 
tools, to provide an acceptable level of information 
security in the organization. 
However; no product can provide security alone. 
For example, anti-virus software is a necessary 
part of a good security program that can be 
installed and adjusted properly to reduce the 
organized attacks on information system. But 
antivirus is only able to deal with malware. On 
other hand, such a program is not capable to 
protect the organization program from misusing of 
authorized program. Also, anti-virus software 
cannot protect the organization against someone 
who wants to access the files .But for establishing 
better security in the system and its data 
protection, and we can consider the following:  
Access Control: The system of organization 
should be able to limit the electronic access to the 
files based on the user ID. If the system is properly 
configured, will be able to limit the access of 
authorized users and thus have control over user 
access. By using access control, a person who 
wants to access the file system from a vulnerable 
system, as the system administrator cannot see the 
files. 
Smart Cards: One of methods of validation, which 
is based on many experiences, are using a 
password to computer determine his identity. But 
over time, it was shown that this method is not 
reliable, it may be disclosed while typing the 
password. Smart cards can be used for 
authentication, which reduces the risk of exposing 
passwords. 
Bioassays: Bioassay validation is one of methods 
that can greatly reduce the risk of leaking of 
passwords. 
Detect Unauthorized Entry: System of detecting 
unauthorized entry is a product that claim to 
completely solve the security problems. In this 
system no need to protect the file and system, but 
when a person is logged in the system and plans to 
do wrong, be prevented from continuing his work. 
Search Ways of Penetrate: An important part of a 
good security program that is looking for ways to 
penetrate your system and find them. By the help 
of this search, the organization can find the 
potential intruders. Of course, system will not be 
able to protect themselves and the ways of their 
diffusion should be blocked. A defect of this 
method is that it does not detect virtual users that 
have wrong access to information, and cannot find 
it bothersome already logged. 
Encryption: Cryptography is the first telecom, 
security mechanisms when sending data to 
protect. To protect the data stored in the file 
system can also be used to encrypt. 
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Case –Control and Specific Time Periods: Case- 
control and periodic control of accounting 
information system output data through surveys 
and observation records and calculations manually 
ensure that there are no manipulation and 
problem in the system. 
 
Information Security in Accounting 
Information Systems 
The successful management of business units, 
without taking advantage of information tools such 
as reports and information obtained from 
accounting information systems, it is impossible in 
practice. For success and excellence in the field of 
competition, information systems are required. 
Accounting as an information system, identify the 
data from business units, collect, process, and 
summarize them. Accounting information systems, 
convert the financial data into financial 
information, and this information is presented to a 
broad group of decision makers (Vadiee and 
Mousavinejad, 2006) [14]. 
Information is the most important source in 
decision-making, so it should also the security 
system be established. Accounting experts, in a 
meeting regarding information technology 
“information security “considered it as the 
technology that should be singled out. This 
selection is based on the results of the seventeenth 
annual survey about top ten high technology 
conducted by the AICPA; so that the list of top ten 
high technology in 2006, the technology of 
spyware detection and destruction come into view. 
This technology, programs that applying in hidden 
and without informing and permission information 
and transmit information about systems is 
discovered and destroyed (Safaei, 1385) [15]. 
Importance and the level of relying on financial 
information for decision –making, in today’s world 
it is clear to everyone. Information security is an 
important tool of decision –making, so sensible.it is 
safe to say that every management decision, in the 
wake of the financial implications, therefore, the 
management for decision-making need the 
financial information. 
The task of preparing and processing information 
is the duty of accounting information systems, as 
well as the security of the system is established. 
Security of accounting information systems is, all 
processes and procedures are used to protect 
against internal and external threats. 
Security of accounting information systems, will 
promote the qualitative features of accounting 
information, security of financial reports will be 
desired when the result is based on the accurate 
and reliable information. 
One of the requirements of a vibrant and healthy 
community for financial and economic activities, 
existing the safe and secure environment. 

Accountants must have knowledge and experience 
to create such an environment. It is also useful to 
inform the users, auditors should ensure the 
security accuracy and reliability of financial 
information on a timely basis. 
In this regard, the auditor should identify and 
assess the risks that could lead to distortion and 
reduced reliability of financial information due to 
lack of security in their accounting information 
systems. All cases were described of information 
systems, is necessary for security of accounting 
information systems; especially since levels of 
access to any of the authorized person to define 
and design the locks to access hardware and 
software. Also, periodic manual reports, is the way 
to ensure the absence of virus in the accounting 
information system. 
 
Conclusion 
Accounting information system as part of 
management information system is responsible for 
providing useful information for decision –making 
task. However, the information is useful when they 
are in addition to the timely and attributes of 
quality, security is embedded into it to provide the 
correct and reliable information for decision -
making. With recent advance in computer 
technology, security issue of systems occupied the 
managers thought. One of the challenges of 
managers id the protection of data and program of 
the system against the influence of unauthorized 
person. 
Information, which the degree of system immunity 
is low, is not reliable and the risk of data theft and 
unauthorized exploitation will always be there. 
Managers of companies and organisations in the 
interests of their duties from the perspective of the 
organization or company are required to immunize 
the workplace. Auditors must also protect the 
interests of the client data security and reliability 
within their inspection. mangers and accountants 
must be familiar with the variety of attacks and 
threats, the security of the systems and optimizing 
the security of information systems, for success un 
securing their information systems. 
On the other hand, the security cannot fully 
develop in a system, but always managers have to 
increase the security to an acceptable level with 
the use of expert human resources. Acceptable 
accounting information systems security increases 
the dependability and reliability of financial 
reports, this eventually led to the use fullness of 
the information contained in financial important 
features of the data related to strategic decisions 
and their role in the design of accounting 
information systems, knowledge and reports for 
decision taking of internal and external users. 
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